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1. 	Purpose & scope

1.1 	The purpose of this policy statement is to set out for the benefit of our customers, service users, job applicants, employees and partners, our approach to the management of the personal data that we process as a social housing business. We want to ensure that individuals know what to expect from Unity when they provide us with their personal data, or a third party provides their personal data to us. 

1.2 	This policy applies to all parts of Unity Homes and Enterprise and covers our approach to the processing of personal data relating to:

· Customers and service users
· Job applicants, employees, and board members

This policy should not be confused with our Privacy Statements. These statements inform individuals in more detail how their personal data is used by us.

1.3 	We have established detailed guidance to ensure the effective implementation of this policy. 			


2.	Policy objectives 

2.1 	Our aim is to ensure that Unity Homes and Enterprise comply with the requirements of the UK General Data Protection Regulations (UK GDPR), Data Protection Act 2018 and related legislation. 

2.2	The UK GDPR’s purpose is to protect the “rights and freedoms” of data subjects and ensure that personal data is not processed without their knowledge and, wherever possible, that it is processed with their consent. 

2.3    In addition, various guidelines, codes of practice and case law contribute to the Data Protection Legislation. It is also possible, in some instances that Unity  Homes and Enterprise is subject to the EU GDPR and other European (and non-European) legislation. 

3.	Roles, responsibilities, and training

3.1	Overall responsibility for this policy and its implementation rests with the Resources Director. The Data Protection Officer is responsible for monitoring internal compliance, advising on data protection obligations, responding to individuals, and liaising with the supervisory authority.

3.2	The Data Protection Officer will deal with all complaints relating to data protection and processing and requests from individuals who wish to exercise their data rights.

3.3	Unity will ensure that all employees are kept up to date and receive appropriate data protection training. We will ensure that staff understand how and why personal data is processed and security arrangements. 

3.4	All employees are responsible for complying with this policy and always ensuring that, we respect an individual’s personal data. Employees are required to notify the Data Protection Officer where a breach of this policy is suspected or has occurred.

4.      Policy

4.1    Unity Homes and Enterprise is registered with the Information Commissioner’s Office (“ICO”) registration number Z2167582 and renews annually. 

4.2	All employees and customers are responsible for ensuring that any personal data supplied by them, and that is about them, to Unity is accurate and up to date. 

4.3	Where a meeting, training or other video call is to be recorded, the person leading the meeting will need to ask participants prior to the recording starting for permission; if any members refuse then the recording cannot take place. If all participants agree, the recording can begin and permissions reconfirmed with participants so that a record is kept. Recoding should be stored securely, access limited and only kept for the specified time in the retention policy. 

4.4	Unity conducts Data Protection Impact Assessments (DPIAs) to identify, analyse and mitigate risks to data subjects when processing personal data. This ensures Unity adequately manages (by way of controls or other mitigation factors) any risks to the data subjects associated with the processing of personal data. Separate DPIAs will be completed for any (an all) processing activities. 

4.5	To ensure compliance Unity

adopt the following seven key principles:

Personal data will be processed lawfully, fairly and in a transparent manner in relation to individuals 
· Unity will only collect and process personal data if one or more of the following conditions is met:
· Processing is necessary for the performance of a contract
· We need to process the data to comply with a legal obligation
· The vital interests of an individual require the processing of their data
· It is in our legitimate interests as a social housing business 
· Express consent has been obtained
· We will ensure that all our customers, service users, job applicants, employees and board members are aware of how we use their personal information, and the rights individuals have in relation to the information we hold about them.
Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes
· We will process and use personal data for the reason it was intended to be used as set out in our Privacy Statements which can be found on our website.
· Before we process any personal data for a similar or different purpose than originally intended, we will consider the reasonable expectations of the individual. 
Adequate, relevant, and limited to what is necessary
· We will collect the minimum amount of personal information that is needed to carry out business activities, functions, and obligations. 
Accurate and where necessary kept up to date
· We will take reasonable steps to verify and keep up to date the accuracy of the personal information we hold. 
· We will from time-to-time contact individuals to request that they provide us with personal information that is current. We will do this to ensure that we are able to provide the best possible service and plan future service provision. 
· When we are informed about inaccuracies in the information, we hold we will act promptly to make corrections. 
Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed
· We will never keep personal information for any longer than is necessary. We have set out in Appendix 1 our retention periods for all personal data held by us.
· We will securely delete information as soon as we no longer have a valid legal or business reason to hold it.
Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction, or damage
· We have an Information Security Policy that sets out how we will ensure that information is secure when stored and used internally, or when sharing information with a third party.
· We will require third parties to have appropriate procedures and security measures in place to ensure they safeguard any personal information they process on our behalf.
· Personal data will only be passed to other organisations where an approved data sharing agreement is in place or there is another lawful basis which would enable the processing of data in this way.
· We will work quickly to manage and minimise the consequences of any actual or suspected data breach. We will train employees in relation to data protection and data security to ensure an awareness and understanding of our responsibilities.
 Processed in a way that is accountable
· We will take responsibility for what we do with personal data and how we comply with the above principles.
· We will have appropriate measures and records in place to be able to demonstrate our compliance.
4.6	Unity must be able to demonstrate that: 
· There has been a full and complete consideration of which lawful basis or bases apply to each Data Processing undertaken. 
· This has been recorded adequately, for audit trail purposes. 
· Any and all decisions made, and record-keeping, has an appropriate person assigned as ‘responsible’ and ‘accountable’. 
· Lawful basis or lawful bases have been communicated to the Data Subjects involved. 

4.7	Data subjects have several rights under law in regard to Data Processing and the data that is recorded about them. Information and procedures for data subjects rights are explained in the Information Rights Procedure. 

5.	Monitoring and performance

5.1 	Monitoring of the implementation of this policy will be the responsibility of the Audit and Risk Management Committee. Any actual or potential data breaches will be reported immediately to the Committee.

5.2	The Data Protection Officer will conduct periodic privacy and data protection compliance checks. Data protection impact assessments may also be conducted depending on the risk associated with processing particular types of personal data. The results of compliance checks and impact assessments will be reported to the Resources Director and any concerns or risks reported to the Committee. All associated risks are outlined in the associations Risk Register. 

[bookmark: _Hlk80876671]5.3 	There are no specific Corporate Plan objectives relating to this policy. However, this policy supports Theme 2: Growing and protecting the organisation

5.4	The effective implementation of this policy will ensure that we minimise the financial and reputational risks associated with a personal data breach of the unlawful processing of data. 

6.	Contact Information for the Data Protection Officer
Name: Rajesh Chaukria (IT Manager)
Phone number: 01132007704, 07593561620
Address: 113-117 Chapeltown Road, Chapeltown, Leeds, LS7 3HY
Email: rajesh.chaukria@unityha.co.uk

Name: James Ellis (IT Officer)
Phone number: 01132007716, 07593561619
Address: 113-117 Chapeltown Road, Chapeltown, Leeds, LS7 3HY
Email: james.ellis@unityha.co.uk


7.	How to make a complaint with the ICO
You can log a complaint with the ICO by going to https://ico.org.uk/make-a-complaint/ and navigating to the “Make a complaint” section. 
Alternatively, you can call the ICO helpline in 03031231113, the helpline is open 9-5 Monday to Friday. 
You can also email your complaint to casework@ico.org.uk

8.	Associated documents – All included within Knowledge Bank Team site/Data Protection 

· Privacy Statements
· Information Security Policy
· Complaints and Feedback Policy
· Subject Access Request form 
· Information Rights Procedure
· DPIA – Data Protection Impact Assessment 
· Data Asset Self Assessment form 
· Risk Register 
· Data Governance Toolkit including Data Protection Impact Assessment flow chart


9.	Appendices
	 
· Appendix 1 – Data Retention Periods (available on request)
· Appendix 2 – Glossary of Terms (available on request)
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